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5A pop edx

BF04000000 mov edi, 0004h

8BF5 mov esi, ebp

B80C000000 mov eax, 000Ch

81C288000000 add edx, 0088h

8B1A mov ebx, [edx]
899C8618110000 mov [esi+eax*4+00001118], ebx
b.)

58 pop eax

BB04000000 mov edi, 0004h

8BD5 mov edx, ebp

BFOC000000 mov edi, 000Ch

81C088000000 add eax, 0088h

8B30 mov esi, [eax]
899C8918110000 mov [edx+edi*4+00001118], esi
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Instruction 4 Instruction 24— Instruction 3 <«
Instruction 5 jmp Instruction 4
jmp garbage jmp
garbage Instruction 3 <« garbage
start: jmp Instruction 5
—> —

Instruction 1 garbage jmp
Instruction 2 Instruction 5 start:
jmp — jmp Instruction 1
garbage start: jmp —
Instruction 3 <— |Instruction 1 garbage
jmp | jmp — Instruction 2 *—
Garbage ’ Instruction 4 <€— jmp — Y

jmp _ v garbage
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Parent Offspring (transformed)
push eax push eax
(@  mov [edi], 0x04 push ecx
jmp lable mov ecx, 0x04
mov [edi], ecx
pop ecx
jmp lable
push 0x04 mov eax, 0x04
(b)  mov eax, 0x09 push eax
jmp lable move ax, 0x09
jmp lable
mov eax, 0x04 mov eax, 0x04
(c)  push eax, 0x09 push eax
jmp lable move ax, 0x09
jmp lable
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Initialize:
for each z

Vnext () = log (Po(y),x(v) (0(\), z))

[terate:
fort from Y to T — \
SWap Vpext ¢ Vold
for each Zpext
for each x4
W(Tolds Tnext) = V(Told, t) + 108 (P(next|Tola))
+log (P(o(t 4+ ) |Tnext))
# Find best predecessor
B(Tpext,t + V) = argmax,_ w(Zold, Tnext)
# Update v
Vnext(Tnext) = W(B(Tnext,t + 1), Tnext)
Backtrack:

T = argmax, Vnext()

z(T)=1z

fort fromT — \ to )
T=B(z,t+))
i

t)==x
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Abstract

With the rapid growth of computer malicious software (also known as malware)
over recent decades, and the increasing number of threats posed by these malwares
on the network environments (e.g. the Internet and intelligent environments), digi-
tal devices and computer systems have become more prone to being compromised,
making it crucial to pay attention to the issue of the security of computer networks
in information security and digital forensics. In order to provide security in this area,
anti-malware techniques are very common. However, these techniques can have their
own challenges such as the need to have an appropriate scheme and their side effects
on the host systems. It seems that the general way to deal with malware is to use anti-
virus software, but these software programs mostly use signature detection techniques
and are not capable of identifying new malwares and zero-day threats. The method
presented in this study is to identify species of malware families which are more so-
phisticated, obfuscated, and structurally diverse. This has made it more difficult for
them to be detected compared to the malwares of the early stages. These generations
of malware (a.k.a polymorphic and metamorphic malware) use methods that are called
obfuscation techniques. We represent an approach that is based on data mining meth-
ods to preprocess binary and raw data files (i.e. reverse engineering) and a machine
learning technique on malware families’ behavioral characteristics. Reviews of recent
work indicate that Hidden Markov Models are an attractive and acceptable option for

malware detection. However, some of the malicious software can evade detection



techniques based on this method. Using sequences obtained by extracting important
features of malware families, this study will walk through the process of modeling
and training optimal Profile Hidden Markov Models. Since all parts of malware file
are not of malicious essence, our aim is to distinguish the malicious portions from the
benign portions, in order for the impact of the malicious portions on the process of

malware detection to increase and for the benign parts not to have much eftfect.

Keywords: Malware Detection, Metamorphic, Static Analysis, Profile Hid-den Markov

Models.
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